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@ Smart Shield Setup

Welcome to the Prerequisites

Setup Wizard

S JATA
55443

The setup has determined that some of the prerequisites
needed to run Smart Shield are missing. This wizard will assist
you in getting and installing those prerequisites. Click ™ext™
to continue or "Cancel™ to exit the Setup Wizard.

: Mext = ]

Cancel

FS4 JT—IL FOEIMEIZIX. [Microsoft Visual C++ 2015-2019 Redistributable] 7 045 5 LANMHET

To AVE2A—FITA VA F—=ILERTULEES.

@ Smart Shield Setup X
Prerequisites “.'-'l" DATA
Select which prerequisites wil be installed L=
Mame Required Found

18 visual C++ Redistrbutable for Visual Studio 2015-2019 x86 14.26.2572...
{8 visual C++Redistributable for Visual Studio 2015-2019 x64  14.26.2872...

<gack [ mext> | Can

cel

153 Microsoft Visual C++ 2015-2019 Redistributable (x86) - 1...

ERDEEARTINET,

= x|

Microsoft Visual C++ 2015-2019
Redistributable (x86) - 14.26.28720

YADAUI L VI IITF SAE2ARE

WICROSOFT VISUAL C++ 2013 RUNTIME

Az RTAEIT

TS 7 ARE|T  Microseft Corporation (E/z|3 EEHOARTE
WICIEL TIZTOEESHT) SHEH&OEIFEBMRL 7. 15

FSEAMm I a3k - (MNFE IR -1 -

S AEESSVERERCREET 34

=D B30

[Next]Z 2V U w9k, [ZA LV AFKESLVEREHICRARTSHIIF IV IEANT[A VR F—IL]%E
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(3) EEMOHNBE L BHRADL, [|acceptthe terms in the License Agreement] IZF = v o AN,
[Next] 221w o LTLFZELY,

@ Smart Shield Setup b4

End-User License Agreement ‘-'\. DATA

7443

Flease read the following license agreement carefully

THIS LICENSE IS A LEGALLY BINDING AGREEMENT BETWEENM THE USER
OR SUBSCRIBER OF THE SERVICES (“CUSTOMER" OR “USER” OR
“YOU") AND DATA443 RISK MITIGATION INC., A NORTH CAROLINA
CORPORATION WITH ITS PRINCIPAL PLACE OF BUSINESS AT 101J
MORRIS COMMONS LANE, SUITE 105, MORRISVILLE, NC 27560
["COMPANY" OR "DATA443" OR “WE" OR "US"). IFYOU ARE
ENTERING INTO THIS AGREEMENT ON BEHALF OF A BUSINESS OR
OTHER LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE

() 1 accept the terms in the License Agreement

© 1 do not accept the terms in the License Agreement

< Back Next > Cancel

(4) [Language] M) R kM5 [Japanese] #:EIRL. [Next] 201 v LTLIEELY,

@ Smart Shield Setup b4
Select Language :I.E:JI DATA
Pick the runtime language to use with Smart Shield = 4 3

Language: |Eng|ish {us) »

< Back Next > ] Cancel

B5) ZA L RADBIEAEIE. UTO3IBYMNSERLET,
A EDHEMIZDOEFELTIE. P3O IS4V RBEEIZDNNT) ZTSEBLESN,

i

@ Smart Shield Setup b4
Select Registration Type 5,:} DATA’
Choose a method to register Smart Shield. b 443

© Smart Control™ Managed Licensing

Use this option if you have purchased Smart Control™ Resource Manager.

() standalone Online Registration

This option is for standalone Smart Shield dients. A dient License Key and an active
Internet connection is required to complete the installation,

() Standalone Offline Registration

This option is only for standalone Smart Shield dients that will never have an active
Internet connection.

< Back MNext > ] Cancel

11
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[ SmartControl Managed Licensing ]
X? l“:l./ l\l:l—)lxﬁ\b7’|"t’./zjénun _%EII:AEE)

[ Standalone Online Registration ]
77’(7/ F?ﬁ‘b’f/’)" *‘J I“%xEE-C7’ft/X§uﬁnIE (ﬁzmuuunl—t)

[ Standalone Offline Registration ]
A3 —3y Fiﬁrﬁh\%b\iﬁébs PrOXy I%i_ﬁ nnunIE (%—:E‘JWL\BIE)

A VR M=ILEEIZE 2T, RE(7)-A. (7)-B. (7)-COFIEZ SR FZEL,

(6)-A DI3AT7 b4V E3—3y MEBHTS A 2 X525 (BIHEREE)
1. [ Standalone Online Registration ] ZZERL. [Next] 29U v LET,

2. FAERAF—FZAALFES ., AN&. [Next] €0 U v I LET,
MKIMEVRAX—F"HEDTAALTLESL,

@ Smart Shield Setup x
Smart Shield Standalone Online Registration .;TI_I.:& DATA”
"/ 443

Enter your Smart Shield registration key.

The selected registration method will allow the dient to be licensed without the need of a
Smart Control™, If you hawve purchased Smart Control™ and wish to manage your licenses
with Smart Control™ Managed Licensing please go back and choose that option for
installation.

Registration Key:
dkkkkk _dkkd ok _dhdhhok _dohdkokk _dhkkobd ok ok

Key Example: (1A 283-CESF 66 HETAI0K-1 2M3NF050)

< Back | Next » ] Cancel

(7B R¥—Fra 2 FA—IHES5A O RERE (—1E525D)
1. [ SmartControl Managed Licensing] #:#&RL. [Next] 22y LET,

2. R¥—FrarbO—0HBS R F=LERTVNEHIVEL—2DIPT7 FLR, FzdarvEa—
BBEAALET, Port DT T+)L b [25553] T, AR [Next] &0V v I LET,

@ Smart Shield Setup *

Smart Control™ Registration .-!.""5 DATA

%I 443

If you have purchased Smart Shield and Smart Control ™, make sure that Smart Control ™
has been instaled first.

Connect with a Smart Control™ Resource Manager for licensing.

Smart Control Location:
192, 168, =*=, ==|

Name or IP address of the Smart Control™ server

Port:
25553

TCP/IP Listening port of the Smart Control ™ server

[ Skip Smart Control™ server connection test,

< Back | MNext > ] Cancel
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(7)-C 41 o3 —3y FREMNEGED. Proxy IRIETORIE (FEIFRED)
1. [ Standalone Offline Registration ] Z:#iRL. [Next] 2V v o LET,

2. FAEVRAF—FAALFES . ANK. [Next] €0 UV I LET,
MKIMEVRAX—F"HEDTAALTLESL,

@ Smart Shield Setup s
Smart Shield Standalone Offline Registration -;T‘_;:.‘ DATAT
Enter your Smart Shield registration key. i 443

The selected registration method will allow the dient to be licensed without the need of a
Smart Control™, If you hawve purchased Smart Control™ and wish to manage your licenses
with Smart Control™ Managed Licensing please go back and choose that option for
installation.

Registration Key:
|i*i*i_**i*i_i*iii_*it**_i**ii_*i**i

Key Exampie: (1A2B3-CHESF-6GAHE-TAIOK-IL2MINFOP)

For offine instalation, vou wil have fo complete registration on the about dialog after startup.

< Back | MNext > ] Cancel

FHBATA VA M—ILZERELEERAIE. V1 —420BRHRICEIIEENANETT,
AVAM—ITETH, [43FHREICKDA VA M—ILEDRIIEE | 2EBLTLEEL,

(7) JBEADNRT—FEHELET,
LEBEOTFRMRY I RIZC6XFULDFEAEHRFTAALTLESLY,
ANEZADTETFRMRYIRIZCEAIL/ART—FKZAAL. [Next] 0 1Jv o LTI,

@ Smart Shield Setup b4
Protection Password .;?:I DATA
Please create your password below e 443

A password is required to enable or disable protection status. The password is case
sensitive and at least 6 characters long.

Warning: This password cannot be recovered if lost or forgotten.

Password:

Confirm Password:

Show Password [

< Back Mext > | Cancel

¥ NRAT—FEBEREBELELGYET, BERSIhBVES TEELESL,
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8) F—AR—F-TOROAYIBBRANRI—FERELFEFT, CORERFRAT—Far A—iLh b
F—AR—FEIVRADOOY Y EToBEDREBHBRANRT—RIZBYET, RRAT—FIF6XF
LUEDFAEBFEANLTLLESL, AHE. [Next] 20 v LTLIEELY,

@ Smart Shield Setup b4
Keyboard and Mouse unlock phrase ‘i OATA
/443

Flease type the phrase for keyboard and mouse unlock below.

Keyboard and mouse contral can be taken away from the user of this computer using the
Smart Cantrol™. The Keyboard and Mouse Unlock Phrase can be typed into the keyboard
to manually override this setting. We recommend you use a phrase that is different from

your password,

This phrase cannot be changed after installation.

Keyboard and mouse unlock phrase:
|
Only lower case letters and numbers are alfowed.

< Back fext = [ Cancel

¥ X—FR—F-IH9ROAYIBRBREANRRAT—FREA VA F—ILEBOERIITEEEA,

Q) TIAIWNM VA= | HRBLALA VA= EBRLET, TIAILFERETAI VR M—=ILT S
5&. [Default] Z:8RLFEFT, REZEBLA VR F—ILEITI3HEIEL. [Advanced] #ERL FE
T, TDH®& [Next] #0Uv I LET,

@ Smart Shield Setup >
Choose Setup Type an JATA
w443

Choose the setup type that best suits your needs

Default

=3
jg Automatically configures Smart Shield for optimal settings.
Recommended for most users,

Advanced

0
é@ Allows user to customize their Smart Shield installation.
Recommended for advanced users,

< Back Next > Cancel

TIAIEA VR E=ILIE(12)-A. WRB LA VR b—=LIE(12)-B DFIEEZ ZSELIES LY,
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(10)-A TIAIFEETAI VA =T B
BREEZOEENKRTEINET, HRK. [Next] 22 v LTS,

X Ry FF—RBA XA F—LRICERETSHCERTEEHA,

@ Smart Shield Setup X
Installation Options ,;IE;:} DATA'
The following installation options will be applied to your computer. = 443
Hotkey: CONTROL +ALT +f10
Storage File Size: 25GB
Persistent Storage: Mot Configured
UsB Blocking: Disabled
Firewire Blocking: Disabled
Novell: Mot Configured
< Back Cancel

(11)-B HRALBETA VR F—LT 3
1. RATILRAE—KFOAEMEIZRSATO—ILREDT7AAVERTSES-ODKRY FF—Z2HRTEL
x93, (Il : Ctrl + Shift + Tab)

¥ aAVEaA—ZIIRITFRIATLSF—DEAADHERR, BRRTEEEA,
AOMAEDHEICHF—EEELTHELTLESLY,

@ Smart Shield Setup x
Set Hot Keys S DATAT

Choose a combination of keys to use in Smart Shield Stealth Mode as host kevs.e:jy 443

Hot keys are used when the dient is in Stealth Mode. Pressing the keys the first time will display
the Smart Shield tray icon. Pressing them a second time will show the configuration screen.

Select Key Combination:

Ctrl v o4 At i S P10 w

< Back Cancel
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2. —HBREEBEYIRAZEELEFT . KRSATVWEIRNM A XERRKY A XOBTEELTLE
él“o

@ Smart Shield Setup s

Storage File Size

Set the temporary storage file size below.

Set the size of the storage area for temporary data. The default value below is recommended
based on your current hard drive, This can be changed later using the configuration tool.

Mirimurm File Size: 1GB
Maximum File Size: 74 GB
Recommended File Size: 25GB

Storage File Size: 25 GB

< Back MNext > ] Cancel

3. CHolIfERLABVVHEDERELLZYET., TDEFE [Next] 27 v I LTLESLY,

@ Smart Shield Setup s
Directory Exclusion Space ,F.‘. DATAT
Set the directory exdusion file size below, i
Directory Exdusion allows certain directories to be exduded from Smart Shield protection, Set
the space allowed for exduded directories below.
Mirimurm File Size: 1 GB
Maximum File Size: 54 GB
Recommended File Size: 18 GB
Directory Exclusion File Size: 18 GB
< Back Cancel
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TATI PREFSIATERBIRLET, OSHAS VXA b—ILEhf=FZ4T (C FT14T) OAHT

ATY bARICT B5E(L [Protect C:¥driveonly ] #BIRLET, IRXRTOKRSA T E/8—F 4

va3vE 0T FRIZT B15EI1E. [ Protect all drives and partitions ] Z:&IRL %,

@ Smart Shield Setup x
Drive Protection Selection ::‘-I:' DATA”
=443

Select which drives to protect.

Setup can protect just your primary drive or all drives. This can be changed later in
configuration,

Q) Protect C:¥ drive only

i::.‘ Protect &ll drives and partitions

Cancel

< Back

USBTNRARTOVIDREELES ., EEDEHED USB T/34 ZERIRL T, [Next] 201

v LET,
¥ USB AE!I%, [ Mass Storage] & LET,

@ Smart Shield Setup *

Block USB Devices i JATA
Select which USB devices are blocked by Smart Shield below on the list, This E::y
can be changed after installation.

] Application Spedific
[ audio

[ coc-Data

[CJ Communications/CDC
|:| Content Security

EJ Diagnostic Devices
[ Hub

[ Human Input Devices (Keyboard Mouse)
] tmage

] Mags Storage

[ Miscellanious

[_] Personal Healthcare
[ Physical

Cancel

< Back
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6. ZTOMDAF T avEBRLET,

@ Smart Shield Setup *
Other Options l'.u..ﬁ DATA
=/ 443

Select miscellaneous options for installation.

"] Persistent Storage
Creates a partition that gives the user the ability to store documents even while protection
is turned on,

("] Block Firewire

Allows Smart Shield to block all Firewire devices.
[l novell Compatibility

Allows Smart Shield to run with Novell,
[[] stealth Mode

Hide Start Up and Program Menu shortcuts, turn on dient Stealth Mode. (Mote: This will start
Smart Shield in stealth mode on first startup.)

< Back

Cancel

[ Persistent Storage ]
RERESATOERETIBEICFIVIEANET,

[ Block Firewire ]
Firewire ##itk SR DFERZ LA T HENTEFT,

[ Novell Compatibility ]
COBERFEALERA, F v EANGLTLEZEL,

[ Stealth Mode ]
AA—FRUOTATSTLAZ2—ICRSATL—ILESSD7AaAVEERTLEWVMERIZF Y
DEANET,

BREHE. [Next] 20w I LET,
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7. [Persistent Storage] B LIBE. REKSA4TDYA4 X (GB) L K514 TLE2—D
EARTENFET, Y4 XEJRIMF A XEBRYA XADBTIHEELTL S,

@ Smart Shield Setup s

Persistent Storage .;‘. DATA

=443

Persistent Storage creates a drive that gives the user the ability to store data on this computer
even when it is in protected mode. This drive will be mounted on the next reboot.

Set the Persistent Storage drive size and letter.

Mirimurm File Size: 1GB
Maximum File Size: 39 GB
Recommended File Size: 13 GB
Persiztent Storage File Size: 13 GB
Drive Letter: P "

< Back MNext > ] Cancel

BE®R. [Next] &0 v I LFET,

(1) REDHEZEENRTSINES, [Next] 20U v I LFET,

The following installation options will be applisd to your computer.

@ Smart Shield Setup *
Installation Options o DATA
w443

Hotkey: CONTROL + ALT +f10
Storage File Size: 25GB

Persistent Storage: P:¥ {13 GE)

UsB Blocking: Disabled

Firewire Blocking: Disabled

Novelk: Mot Configured

< Back Cancel

(12) 4 VA F—VHERBEBEMNRTENET, [Install] €0V ILET,

@ Smart Shield Setup *

Ready to Install ‘-". OATA

%9143

The Setup Wizard is ready to begin the Smart Shield installation

Click “Instzll” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”, Click "Cancel” to exit the wizard.

< Back Cancel

R E B
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(13) A YA b—ILHBIRShFET ., LIESEFLEEEL,

@ Smart Shield Setup %
Installing Smart Shield :}_.:j Hﬂ}{ :J';

Please wait while the Setup Wizard installs Smart Shield. This may take several
minutes,

Status:

(14) 4 A b—JL#. [Finish] 22Uy 9 LZET,

@ Smart Shield Setup >

Completing the Smart Shield
Setup Wizard

™
5 DATA
l
443 Click the "Finish” button to exit the Setup Wizard.
I

Ransomware
Recovery Manager™

Cancel

(15)[IEWN ] 22 Uw I LTAVYEL—2DBEHETIEA VA M—IBIETLET,

Smart Shield

You must restart your system for the configuration changes made
to Smart Shield to take effect. Click "Yes” to restart now or "No” if
you plan to manually restart later.
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4227 —ba> bA—ILOA VR F—IVEAE

AT—b,ar bO—)ILDA 2R =)L, BEAZEIZDOVWTIE, R—rar bO—)ILD T4 2R =)L/
BEHA K] Z#TSBLESL,

4.3 FERFEREICK S M VR F—ILERDORREE

(1) BRIFLLDFEDTAaAEREI )OI L. [ COERIZTOVT ] #BRLET

EEERERC

ZORmEICONT

MILT

(2) [ EIE.\EIE ] %7 U ‘yg L/i-g-o

SMART

Dataddd Rizk Mitigation, e

Verzion: 242
Build: 127 s=f
Copyright @ 2022

OK

www_centuriontech com

B) [ FEEELE | #7%BEFET, ATV T 1D [ 1 ZVUvI L. Z27MILERETIERERE
LEI, ®REFEXIC ctiregOUT.cen EWS T 7 A IILAMERREShE T,
¥ ctiregOUT.cen D7 7 A IVBRIFEBLAZWLTL S,

&

WEBEZEN :

ATet 1

B AT, Trak2eA )L
(ctireeDUT cen &R LET . 'ER%

AT X

e
ped Aregistrationcenturiontech comaJ N SrH A RS
FOlor W EFeT 0 - LT, FIIHERH

ATt &
?E?_&DT;’: FLESA 2 274 MelctireelN cenik iz ?‘?’U}l:g?'jﬁa*
2

RALS
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4) RIZRTYT20 [ F59HEEC 1 &0V vy LET, FERIAERDVI IR—IUATIERAL
FT, A=y FIMERATELRVREDBEIE. 41 02 —3y bHIMERTE HimKH 5 FiE URL
ANTOERALTLEEL,
https://registration.centuriontech.com

Manual License Tool

Step 1:
Select your manual license file (ctregOUT.cen).
Step 2:

Click the button below to upload you file to our license server.

B) [ Z7AILERBIR] 0 1)vI L. (3) THMLT: ctiregOUT.cen 77 1 LZERLET,
ZMt#%. [Upload] #9 1J vy LET, BEEMAIZ File to be processed: ctiregOUT.cen & XRRESNFET .

Manual License Tool

Step 3:

File to be processed: ctiregOUT.cen

Click this button to process your request.

22
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(6) [ProcessFile] #2)vo LET, BEHNIZERTTENT= Download File #4 ') v % L. ctiregIN.cen 7
FANESTDUA—RLET, 77MILEFEEDGHICRFELTLLEEELY,
¥ ctiregiN.cen D7 7A NRIXEBLBZWNTLESLY,

Manual License Tool

Step 4:

Click this link to download a manual registration import file
(ctiregIN.cen).

Download File

% Internet Explorer 10 L% CERADIZGE. 7274 ILDF O O— ENTELRWNEGENHY FT,
ZDHAIE, BIER—CPD by TR=JIZT, ZFRLAN—QAEIZHIEBRRTKREIVED )Y
LT, BEERTEAEDZLTHL I7Z7AILDT7yFO—FK, §orO0—FK2ERELTLES
LY,

ei{@ http://registration.ce... 0 ( gﬁ% Centurion License Proce... X ’ ’

(7) M~@B) OFIECEERIEEZHE. ATFVTI3[ Z77ALDHEHAH | Iy ILET, 59
> O— K L7=ctiregIN.cen Z#ERL TLZELY,

=i

WEBSPEE | TENRCEL |
ATt

AR AT, Trk2eA )L
(etiregOUT cen)E I ERm L3S, 'EF%

AT 2

UIDIL o,
S lregiztration centuriontechcoms ) " = 1. E
P oA WE PO~ FLET . EERb L

ATe) 3

?ﬁ%:&% ~— FLESA 2774 MctireelN con)iiE 74} 11’ Siﬁ"“*
1

[ EAua
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(8) REAHYTHE. UTOEEINKRTEINET, avEa—2ZBEFHLTIESL,

ErhSE T LELE

Ok

(9) BEIR. 2RIV FLIDFEDTAAVERI VYL [ REEEZHFL | Z8RLETS,

EEERERC
ZMFmicNT

MILT

(10) REEEARRSAET, BEEMORS AUTOLS ITHREA TS0 &SRB LS,
S
° KSAIDRHE
o AL
o ERHRE
o TERE

& F317u-)lrss

=26 51 o€ - IOy bk oikeE

RIEDIRRE: 70T O -1
FOTOHDIREE S I —)) BESiAOHEEESE 20T I*ﬁerﬁ?\": B TEESILE T, REFEENES A
T EERFIDAL. FEBaRAEMN LTS
— I TSR
(R RS )
FOTOHS AT FOFhkah
Optional Directory Protect. L

i
EEHE

EWERGE
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44 YA4AL 2V M VA =L

MSI AR RSAVNSGA—FEFERALEYA LY M VA M—ILAFAIRETY,
DALY b VR F—ILIE— %nunl—t EZEnLnEtgbwﬁTT%1§Fﬁj -G-g-o

HERKa<UF
"driveshieldss11_ver

Fkkk

_ja.exe" lexenoui i/l lqn [ &IN5 A —4 ]

NTA—2—F
NS A—ZaTUK REME
PASSWORD REANRAT—FK (6 X=FLIE)
KEYBOARD_ PHRASE F—AR— kv XOY I EBRNRT—F (6 XFLLE)
7’rt./XnunE75/£
0= _%nun
REGISTER_TYPE
- 1= Ezﬂnun
2= i@jnun
SEERTE / TIAIKMEENUS
ENUS = #:E
LANGUAGE JPJP = BAREE

KOKR = B2[EE
ESES - ARAVEE

STEALTH_MODE

ATIVRAE—RERE / TIAILLEO
0=EH
1= 8%

BLOCK_FIREWIRE

FIREWIRE £RX%E / T 74RO
0= #EM
1= F%h

NOVELL_COMPATIBILITY

NOVELL 5j%E / T74JLKIE O
0=EH
1= F%h

PRIMARY_HOT_KEY

HRykF—@ / TI4ILEE CONTROL

SECONDARY_HOT_KEY

RybE—Q / FTIAILMEALT

TERTIARY_HOT_KEY

rybx—@ / TIAILEEFI0

REGISTER_KEY

$Z$nu an:'f/XF )lx0)7’ft/Z:‘1“—

SMART_CONTROL_IP

?EuuanZ’f/X[‘ }[/
AT—havrA—IILD IP PRLRAFIEE

SMART_CONTROL_PORT

*ﬁnunl—t’r./XI‘_}l/
AY—haVbA—)LEBEFITIR—IRE / T74I/LEE 25553

SKIP_SCRM_CHECK

— BRI A 2V RA—)L:
AR—barbO—JLEDEHRF VY / TIFHILEEO
0= EHRFVIER

1= BEHFvIRTYT
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FTIHILEBENHBIEBRICDOVTIEREDEEMNAIAETT .
T, BRAEARICTRSATO—ILRETIHIL M VR =T BEDHREHTT,

"driveshieldss11_ver2.4.2.127.exe" /exenoui /i // /[qn PASSWORD="123456"
KEYBOARD_PHRASE="123456" REGISTER_TYPE="0" LANGUAGE="JPJP"
SMART_CONTROL_IP="192.168.24.100" SMART_CONTROL_PORT="25553"

{3 FA = IG5

(1) ALY MM URAP=ILOEREATY FE[AER]CEHL. RELET.

(2) BRTEL[AERIDIGRFZE txt D bat ICEBELANYFI7AILEERLET,

B) KSATL—ILEKDA VYR =L TOFSAL(ERIATY FEDIEEF
"driveshieldss11_ver2.4.2.127.exe "\ &NV F I 7M1 IL%E, B— 7+ ILFITRFELEFT,

4) NyFIFAIERTLET,

(5) BELEZBETKRSATIO—ILERAI VR =LENFET, aVE21—2DHERER. F5/4T>—L
AL VR R—=ILENTNENTHERLZELY,
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5. HFHEEDRESE

51 74 a>®DiRA

KSATO—ILRDTAAVIEERIN—DTFTA ARy RIZERENET,
INN REVED )Y LTTFZ7AaAVRY I RERRTLTLESLY,

16:52
L]

2021/06/14

JOT0 MERE—FEE. 2R FLAICKRBEDOT A A UARREINET,

AT FE—FBE. 2RI FLAITRBOT A I VRRREINET,

TAAVERI IV I THEUTOAZa—NRREINFET,

SEEEERC
ZDFEmICINT

AT

[ REEmZRL< ]
FSATo—ILEDREEmERRLET,
FAAVER TN YO FTBHELETHLREEREHAS ZEATEFET,

[ COERKITONT ]
AVAP=ILENTWVWERSAITO—ILRKDN—2 3 VEHRETEET,
T, FHRAICKIBIMFEEEZRCHSBEL CbonoBEEEZREET,

[ AT ]
FRALEEA, BEAZZEIARMRCTIERCLESL,
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52 F314TDRE

7079 FE—RFOEEP, —HRFEEOZEELGLE. PS5 JICHTIREEREEZTVET.

521 70T FOIREE

JOTY FE—FTAVE2L—2ZBHTHE. N—FTARVIZEEEMA T, BEBRIZIF, §FT
DEFEERNBREFET)EY FEh, TORKREIZRYFT,

70579 FE—FIZT S

(1) BRI bLADFBRODTAa2%FH7 Yy oL, [ REEEZRFLC | ZEIRT 0. FEOT7Aa0%
BTN )y LTLEEL,

SEEEERC
ZDFEmICINT

AT

(2) ROFBEEANKRIRSINETOT, BEALED [ TATY FORKE | NBIRSA TSI L ZREREL.
BEED [ AT MEH 1 20V v I LTLEEN,

@ FSATu-Jlrss *

e ——— (AR DT O MEERRE - K
I ZO0FOHIEERE I 54 2% — )L BT RCkeahis P07 0 HEERE — 1 TEREhLE T, ROEEhSNIR
FERE TR0, FIah i m B LT,
= -5
1RIEESA T
FOFORASRESATY

Optional Directory Protect..

JoFobaEdh

HaskiE

ERE
ERE
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(3) KRT—FHAFATHNERENET. 4 VR b—LBHIZRE

v LTLEEW,

ZERELENRTD—FZAAL, [OK] &4V

RS Fy-ILFss

HAD- i BETE
PR - FE A LTSN

HAD- (

T

NRAT—RFARIZEALTOEE :

NRRAT—FANZEMEADE. T3 AV E—OUNRTEINETS,
ELITNRAT—FANZIEMEZADE, UTDAYE—UARTENET,
CDAYVE—OHRRTREINFERICELLWIRT—FRFZAALTERBINFELA,

AVEL—DBEBEITOTILEELY,

54 Fu-IFss

HAD- i BETE
PR - FE A LTSN

TLEED,

RAD-FHROES | B EQANHUTEL Y A BR#NETTS

| Er gl |

4) RODFAT7OITNRTENTET, 4707 ORBIZE->TavEL—2FBEB LTI,

sl BEERNBETY

E#hLEIh?

” (A

AR

FEERERISCE. AEDHEECT. BCEH

x

7079 FMEBRE—FIZT S

(1) 2RI bLADBRBDTAEH )V L. |

FTLT )y LTLIEEL,
SEEEEREC

ZMFEIIINT

AT

)

)

(4)

REEEZERAC | ZBRT S0, KREOT(2V%E

REEAHIRRENEIOT, BEED [ TOTY FORKE | ABRRESA TS LZHERL. BE
B[ 7OTIMER ] 7Yy LTLEEL,

NRAT—FANEENRTENET, NRAT—FZAHAL, [OK] 20U v LTLESEL,

RRNENEFATATORNBITH>TIVEL—FZBEEH LTI,
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5.2.2 —HR7EFEHEE

RSA4TO—IL FDOEEEETT, 7OTY b E—FRIZFEEICKEGYHSI XD T 7AILEHRSEE. — B
REMEENT CISHESIN, OVEL2—2DBEEINVEICLDIGELADY EFT,

Fi-., —HEREEEHEZERBEICERLTVWSE, OVEA—RICENMDOY I MY T7EA VA M—ILT D
ODT ARV DEEZRENEV LB BIEZEENHY T,

FRDOELSLGHBEIE. ROFIET—HREEBOV A XEEEZTo>TLEIL,

—FREREOY A XEZEET S
(1) BEEEED [ RS TORE |>[ —HRFEL ) 20Uy I LFET,

@ F517u-)iFss

—IHATFREZ 0TI - FITRASN T, B, SREERE T5-LETEnEt
oo Do —BIERER 7 LA ZAEREENTOET.

PR 19456 ME WIEOEZAY G v

NIRRT

FOTOHS AT

' DA A A 12243
= = e g e 1024
Optional Directory Protect. B Tp A 2 40812
i
EERE
AR (37 el

2 [ Z7ANLYAX ]| OWIZ, BFEEEANTEN. RS54 FN—TI7MILHFA XDEEZETL. A
TO[RE]ZEVYYILET,

(3) NRT—RFAABEILRTEINET, NRAT—FZAAL, [OK] 20Uy I LTLEELY,

(4) ROFATATHRRINET, [OK] ZRLTIVEL—2DBEBZTVET, BEDHER., HEN
RBREh, —HRERBEOY A ANERINFET,

pot

! IvEI- SR BERENET. EfTLEFN?

Frotl
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523 REFSA47

CFrRIATDHDIAVEL—ETH, T2 RENAIRRLGEEZRENICERTES5HETT.
RERSATEERTEHE, IMAAVEL—FEICN—FTFARIDT7AAVELTRRINET,

X HEBRSATITREFESNET 2K, OSVOFSATO— L FICEEH > =HSICIMYHERCBYE
Y. EEGT—REY— /I ONABREEELEICNYITYTTEESITLTLESL,

"B FS A TDER
(1) REEHED [ F51 TORE 1> REFS1T ] 220y LET.

& F51T3-)Fss

F 703

fz8 - BRSO kS S L AR LT, % (R1
2OFHHOIEEE N é??[%a _E%J\[Lﬂﬁﬁ BS1 I AOT —RERIE A LS OisPR
= 2 TIZE
—§ =E ek
= X7 MR
1RAB f3
9 - s
SRS EA MR TI280 ME BS54 ALE- P
Optional Directory Protect. ' bi:owrll 10330
= hwe g b 1024
BRI A A 34435
iR
BHRIE
ERTGE %75 St

2 [ Z7A4NLTA4X ] ORIZ. BFEZEEANT ED. RS54 RN—TI7A LA XEEREL,
[RE 1 Z0) v LTLEEEL,

(B) NRT—FZANE, ROZFATATHRRRTENETDT, [ TV ] 2099 LTLESL,

A IESE

| FEFIJORERTELES. J0Eaf e T8k, JVE1-9[1E
1\ BRCEERLEY. BOLIN?

aw
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(4) ROEENIRREINETS, TOEANRTIHEABHICIVEL—INBEHLET.

Reszizing the drive.

Resizing Drive -

Restoring Data

Step 1 of 7

(5) THRTO—F—hi, BELEFFATLE—TREFSA TAERENTVENTHERIFLZE,

v TIMAERTAT (4)

O0-7ll 7427 (C) Wa-i (D)
[ ]
W [P —]
oy ZEEE 31.0 GB/96.6 GB L DEFEE 14.4 GB/51.3GB

. —H I, ST (P
DVD RW K347 (E) D=1k 7427 (P

REFSATDERE

REFSATOERETIHEE. REEEZTOANC. REFSATHROT—2Z2RE K54 TLSIDIS
FICRELTOGRETLTLESLY,

T MER

(1) BREEBED [ FSATORE 1> REFSA4T 20U v I LFET,
2 [vo o rER 1 Z2)v I LET,

B) FA7ATARRTEINFET, A vtE—JITRHVBREEFHLTLESLY,
(4) BEEE. REFSA INERTRICHEYET,

B4V

(1) BREEEED [ FSATDORE |>[ ®REFZA4T |20 UvILFET,
2 [¥9vhr1E#9UYHLET,

B) FA7HRINRREREINET, AvtE—JICRVEREHILTLLEELY,
(4) BEZR. REFSA INBRRINET,

FERESAITDY A XEE

1) [ Z7ANLYAR | ZZEBL[REFE ]I ZV )y LTSI,

(2) FA47O9BARTENETDOT, A vE—SITHVBEHLTLEEN,
(3) BEFHER. RERKSA IS AN EEEINET,

¥ IOV MER (PRI BIZHA XERITEZE A,
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5.2.5 Optional Directory Protection (ODP)
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6. AV FkFSA4 Y

]
FSA =L RIZaR Y FSAUNLEREFITI ZELAIRETT,
aAvURIAVIZEY, —BHEYE—FEBY—ILALOBERBIBZICEYET,

6.1 av YV F—&

B

avo kR

status:
(BEDRT—ARRX)

ctsrcmd status

current protection:
(REOTOTY MREE)

ctsrcmd protection

enable:
(FOFH9 FE—EA)

ctsrcmd enable -p <password>

disable:
(FRTY MMEBRE—EAN)

ctsrcmd disable -p <password>

drives to protect:
(F7ATY b REDN—T 14>
IVDER)

ctsremd drives [-add|-remove] <driveletters> -p <password>
{# FAI: ctsrcmd drives -add DE -p *******
ctsremd drives -remove D -p *******

¥ C FSATREICTOTI bRRIZHEYET,

¥ 7070 bORRICT BICIE. BRIIC—HREEES/ERIA TS
DENHY FT, —BREEFEEEIE. ctsremd create a7 > Kh S4ER
TEFET,

usb: (USB 7O v¥>%)

ctsrcmd usb <usb code list> -p <password>

USB Code: Class Description:

A Unknown

B Audio

C Communication/CD

D HID: Keyboard/Mouse

X F—AR—F 3920 TAYI%#iT5&. USB 7/34

ADF—HR—F-IORNFEAFRAICHEY £F,
AX— b2 bO—LUHSDHIEE KU PS2 T34 R
DXxF—HR—F- T IR DAEBRMNAETT,

Physical

Image

Printer

Mass Storage
Hub

CDC-Data

Smart Card
Content Security
Video

Personal Healthcare
Diagnostic Device
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P Wireless Controller
Q Misc

R Application Specific
S Vendor Specific
ALL All USB Devices
NONE No USB Devices

{E A1 1: usb DEFNOP -p <password>
{E A 2: usb ALL -p <password>
¥ USB F—R— FEXORETHERDHE. TEELLEEL,

{# A1 3: usb NONE -p <password>

storage -resize:

(—REREDY (1 XEF)

ctsrcmd storage -resize <driveletters> -s <size in MB>

¥ FSA4TLE—E F34TE2D#TT., #I)C

storage -create:
(HED KA TIC—FHREFMHE
o 21359

ctsrcmd storage -create <driveletter (C K5 A JIXIEETEEEHA) >

¥ ZDaTY REEFTLERIE., —BEREFHEEN 10MB OY 1 X T
REnhExzd, —BFREEEOERZIEZ. LEOYA XEENDIT Y
KEBITWL, YA XEZEBLTLESLY,

pstorage: Resize:
REFSA4 TOY 1 XEFE)

ctsrcmd pstorage -resize <drive> -s <size in MB>

X RERICOVEL -2 OBEPZTOILENSHYFET,

pstorage: Mount/Unmount:
ERErFZA4TDTI M
<Y MER)

ctsrcmd pstorage -d <driveletter> [ -mount | -unmount ]

X RERICOVEL—2OBEPZTOILENHYFET,

config:
(RTILAE—FDERE)

ctsrcmd config -stealth [ on | off ] -p <password>

version:
(IN—2 3 URERR)

ctsrcmd version

optional directory protection:
(ODP DHRFEEH)

ctsrcmd optional -p <password> [-add|remove] <path>

{% F5I: ctsremd optional -p <password> -add "C:¥somefolder"
ctsrcmd optional -p <password> -remove "C:¥somefolder"

reboot on client Windows Log
Off:
(ATHA 7 EBEBH~NEET D)

ctsrcemd logoffreboot [-yes|-no] -p <password>

{3 A9 ctsremd logoffreboot -yes -p <password>
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Change the Smart Control:
(R¥—ta v bO—)LEERR
EEHE)

ctsrcmd smartcontrol [IP Address|DNS Name],[Port] -p <password>
{& FfI: ctsremd smartcontrol 10.10.1.1,25553 -p <password>
%I ctsremd smartcontrol MyServer,25553 -p <password>

X RERICOVEL—2OBEPZTOILENHYFET,

Change keyboard and mouse
blocking:
(F—AR—F-3Hx7JAYY)

ctsrcemd kbmouse block -p <password>
¥ IOBREETI>ELA—HTOXF—FR—F-T0ANTAVIEIFET,

ctsremd kbmouse allow -p <password>
X COEREETI>E1—TFDF—HR—F - IVABEMLGYET,

Clear the WSUS/SUS Update
server information:

(WSUS / SUS H—/\ERTE Dfig
%)

ctsrcmd clearupdateserver -p <password>

DREZBEATAHICFXTOTY MERE—FICTHIBENHY F

X
EE
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6.2 A<y FERAH

BiRMgav Y FOFEAFITT,

{1 :
avrrR7orJrEREL. ROKSIZANLET,

cd “C:¥Program Files¥Data443 Risk Mitigation, Inc¥Smart Shield” [Enter F—]

Bl1: 779 MERE—FIZEET S
(1) RDESICABLTLEELY,

ctsrcmd disable -p <password> [Enter F—]

password DFFMTIEERRICEEL /AR T—FZAALTLEELY,
Flz. AR—IBEEICAALTLESLY,

(2) OK. &ERRENNIEEITY, IV E2— 2 ZBEBRICTOTY MERE—FIZEYET,

Fl2: FOoFH FPE—FIZEHET S
(1) ZDESIZAALTLESL,

ctsremd enable -p <password> [Enter F—]

password DFFMTIEERRICEEL /AR T—FZAALTLEELY,
Flzo. AR—ZBPEREICAALTLESLY,

(2) OK. ERRENNEMMTY, AV E2—2EZBEBRICTOTI FE—FITHYFET,
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7. 54t RBADAEK

AR —2y MIEHGLEFRETRSATO—ILEDT7 oA VA M=ILETS2ET, 54 ADERIR
ENERINET, SA U RABIOEBRRIIAMNDIHFEERTRESATO—IL RO A RBENARETT,

IARDBECAS V2 —Ry PAERLIZKETT VA4 VXA P—ILATELRWNESE, 54 2 AREDHER

EII22ENTEEE A

ZDHEIERFYR— FMIBAIZH R— FBONTEKCFZE WL, RFYR— MABRTHNIE, S22
ARBED )ty FETO ENTHETT,
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8. 7oA VR M—ILFE

81 FSATL—ILFSSDT7 A4 VAR M—IEFE

HMEORHE, 7OTF9 FE—FTRETZUVA VA M—ILTBIENTEEEA,
W3 o7OTH0 FERE—FICLTHALEBLTLESLY,
Ff-. PUA VR M—=ILEZERT B15E(E Administrator ¥R THA A4 > LTLEELY,

(1) Windows RZ—rREVEV Y v I% [ RE > 7TV |>[ AR =ILENATWVETTY | D
—EM 5[ SmartShield] #9Jy L [ PYA VA L—=IL | REVES YD, FEIFRSATo—
IWESSDA VA M—=FFF TN VY LET,

(2) ROFATF7OTNRRENET, [Next] 21U vo LET,
X TFUAVAR=ILZETSE, FERSATHDOT—RITEDONET,
BEIZHRLCTHRERSATHOT—2ZRDORFSA4 TITRELTLESL,

"8 Smart Shield Setup X

Welcome to the Smart Shield
Setup Wizard

L]
_._ " The Setup Wizard will allow you to change the way Smart
" 8- Shield features are installed on your computer or even to
. remove Smart Shield from your computer, Click ™ext™ to
continue or "Cancel” to exit the Setup Wizard.

Cancel
(3) [Next] 20V vo LEY,
"8 Smart Shield Setup X
Persistent Storage Warning ..-" DJ".T-'\' i
y . o 'ngn! 10
Back up your Persistent Storage drive before continuing. -._J 443

Persistent Storage Drive Warning

WARNING: All data in the Persistent Storage drive will be lost when this product is
removed. Before continuing, please make sure you have backed up all stored data.

Note: If you do not have a Persistent Storage diive, you may safely ignore 8is warming.

Mext = Cancel
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(4) [Remove] 2y o LEY,
"8 Smart Shield Setup %

Remove Smart Shield

‘You have chosen to remove the program from your computer.

Click "Remove” to remove Smart Shield from your computer. If you want to review or
change any of your installation settings, dick "Back™. Click "Cancel” to exit the wizard.

< Back Cancel

(5) [OK]1 &V UwoLZET,
T8 Smart Shield Setup x

Files in Use

Some files that need to be updated are currently in use.

The following applications are using files that need to be updated by this setup.

Smart Shield Service

© Automatically dose applications and attempt to restart them after setup is complete

(") Do not dose applications {a reboot will be required)

Advanced Installer

QK Cancel

6) 7oA VA M—ILHRBEINET,

7 Smart Shield Setup x

Removing Smart Shield

Please wait while the Setup Wizard removes Smart Shield, This may take several
minutes.

Status: shutting down applications

< Back Next =
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(7) [Finish] 22U vs LET,

7 Smart Shield Setup x

Completing the Smart Shield
Setup Wizard

} 443 Click the "Finish” button to exit the Setup Wizard.

Ransomware
Recovery Manager™ |

< Back Finish | Cancel

(8) [Yes] #0UwHI LTCavEaL—4ZFBEHLTLLEELY,

':'I InstaHer Infc:rm ation

@S You must restart your system for the configuration
L ,-'I changes made to Smart Shield to take effect. Clidk “fes”™
to restart now or ™Mo ™ if vou plan to manually restart
later,

(9) BEER. 71 YAM—ILARTLET,
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82 YA LU FF7UA VR —IL

MSIaAR Y RSA NS A—BEFRLEY ALY T UL VR M—LAATRET Y,
EXavoF
Msiexec.exe /x {ProductCode} /gn
{ProductCode} DFERA %
{ProductCode} [F K54 TL—)LKSSDIN—PavICk>TERYET,

FHEOLSR MY F—%HEBELTIESL,

[ HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Uninstall ] M5,
DisplayName fE#AY [Smart Shield] IZH>TWAL PR M1 F—

Bl FS4TL—JILESS10 A—2 3> 231.3DES
{ProductCode}={C183C052-3321-41CC-AE21-515D4D9E21A0}

Bl: FSA4TS—=ILESS11 N—2 3 242127 DRSS
{ProductCode}= {55F42DEC-2471-432F-A862-3D97F 1674773}
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9. BELEhtEE

HROEEVAELEEICODEFLTRL, ANV 7T—DRICAFHEIN TS TRFY—ERGEE] & THER
W=, CBALEDORFEE~AEHVEHOEBENET,

F-. BEVWEHEDRIARRZICET 52 TN FAQ R—D & CHERERVEY.

BRAEHTILANZI R
https://www.arvanics.com/solution/app_bunkyo/faq/

MRS TA -T1 - T4
https://www.idk.co.jp/solution/series_bunkyo/faq/
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